SCA INFORMATION & COMMUNICATIONS

Confidentiality of Electronic Mail and Voice Mail

SCA recognizes that its staff has reasonable expectations of privacy with regard to the use of voice mail and e-mail, even when this issue is restricted to agency business and the information is stored in organization computers.

SCA reserves the right to access and disclose the contents of staff member voice mail and e-mail messages but will only do so when it has a legitimate business need and the urgency of the need is sufficiently strong to offset the organization’s commitment to staff member privacy.

SCA does not and will not monitor voice mail and e-mail messages as a routine matter.  The organization may inspect the contents of voice mail and e-mail messages or information stored on computers in the course of an investigation or as necessary to locate substantive information that is not readily available by some other means.  The organization may disclose a voice mail or e-mail message or information stored on computer to law enforcement officials if the organization has reason to do so.

Electronic “snooping” by a staff member is a violation of organization policy and grounds for disciplinary action up to and including dismissal.  We do not take the inspection of voice mail, e-mail, and computer records lightly, and any request for access to such information must be approved in advance by a member of the Office of the President.

Computer and Software Usage

SCA has established guidelines for maintaining the quality and integrity of our computer systems.  All staff members are expected to abide by these policies and any staff member who violates this policy shall be subject to disciplinary action, up to and including discharge.

· All disks used to transport work between home and office must be scanned for viruses prior to use on SCA computers. 

· Staff members may not use a code, access a file, or retrieve any stored information unless authorized to do so. 

· The IT Support Coordinator or other authorized person must install all software. 

· All authorized software will be installed on network file servers. 

· No software may be downloaded via the Internet without approval and assistance of the IT Support Coordinator or other authorized person. (This pertains to all programs and accessories, including Acrobat Reader and screen savers.)

Staff Member Information

Your individual personnel file is kept in the human resources department.  If you want to review its contents, you may make an appointment to do so at any time during normal operating hours.  A member of the human resources staff must be present when your review your file, and the file may not be removed from the department.  You may, however, obtain copies of any document in your file.

Your personnel file is treated as confidential by SCA.  The information it contains is available to you, your manager, the human resources staff, the Office of the President, and others as required by law or organizational necessity.  Our policy with prospective employers is to verify a staff member’s position, dates of employment and salary only.

It is important to keep relevant personal information such as name, home address, home telephone number, and emergency contact up to date.  Please notify Human Resources immediately of any changes to your personal information.  We will not, under any circumstances, give out your home phone number or address without prior written authorization from you.  

Organization Confidentiality

Confidential information obtained during or through employment with SCA may not be used by any staff member for the purpose of furthering current or future outside employment or activities or for obtaining personal gain or profit.

At no time, should a staff member disclose nonpublic or sensitive information to individuals other than on a need-to-know basis.

Speaking to the Media

Please refer all inquiries from reporters for the media (newspapers, magazines, radio, television, news agencies, and other news services) to our Vice President for Public Relations and Communications.  It is our goal to give the press clear, consistent, and up-to-date information about our organization and its programs.  Because information about our activities changes often, it is especially important not to give the press information that is inaccurate or misleading.  

Internal Communication

At SCA, we believe that frequent, open communication of information about our operations, programs and activities is an essential ingredient in maintaining a productive working environment.  To encourage understanding and dialogue about our organization among all staff, we provide a couple of formal vehicles to facilitate communication throughout the organization.

We maintain bulletin boards throughout our facilities and on e-mail for posting memos, job openings, and information about your rights as a staff member.  We also hold monthly staff meetings to provide an opportunity for all staff members to hear directly from members of our senior management team about our progress toward annual goals and from other staff members regarding various program activities.

SCA reserves the right to determine what may be posted on bulletin boards and to remove notices that are outdated or inappropriate for our work environment.

We expect you to read published and posted information and to attend meetings in order to keep informed about our activities and the opportunities that are available to you.
